IV.

'Living Europe safely'
Europa sicher leben ('Living Europe safely') was the motto chosen by the German Federal Government for its programme of work in the realm of justice and home-affairs policy when it took over the presidency of the EU Council on 1 January 2007. The brochure of the same name published by the Federal Ministry of the Interior takes just 16 pages to justify the greatest restructuring of cooperation in the fields of justice and home affairs in the European Union since the Treaties of Maastricht (1992), Amsterdam (1999) and Nice (2000).

The Maastricht Treaty restricted political cooperation within the EU to the two areas of justice and home-affairs policy and the common foreign and security policy. The accompanying institutional reforms within the EU were initially postponed until the summit in Amsterdam, and it was in the Treaty of Nice that agreement was eventually reached on the institutional framework for this cooperation. As a direct result of this process, the European Police Office (Europol) and the Anti-Fraud Office OLAF were created in 1999 within the European Commission. As far as the common foreign and security policy is concerned, the Union has had its own military intervention forces, known as 'battle groups' since 1999. Nevertheless, it has to be said that the EU still attaches higher priority to economic cooperation than to political integration.

The first direct elections to the European Parliament in 1979 were an attempt to expand democratic participation among the citizens of the Member States in the complex institutional structure of the European Communities. Direct elections are still as far as things have moved, without further progress having been achieved in the direction of popular participation. It should also be noted that there is still much to criticise in the democratic theory and practice of European elections as regards the diverse voting systems, the distribution of seats in the European Parliament and the laborious process of making these parliamentary elections truly European (no provision has yet been made for candidates to stand under the banner of European political parties, for example). 

The bottom line is that the European Parliament lacks real powers of intervention, codetermination and initiative in legislative procedures within the European institutional structure. The only remaining democratic right of intervention lies with the national parliaments of the Member States. The national parliaments, however, are being brought into the European legislative processes too late and to an insufficient degree, and this in spite of the fact that almost 70% of national statutory instruments are now enacted in response to European prescriptions. The German Federal Government has also recognised this imbalance, but instead of using its presidency of the Council to press for a more democratic EU and to strengthen the powers of the European Parliament and the national parliaments, it is taking advantage of these democratic deficits to put German ideas on the so-called fight against terrorism and on security legislation on the German domestic political agenda via the European route. In short, it may be said, and indeed it has to be said, that this is an attempt to outflank Parliament on two sides. 

1.
The German Presidency of the Council and internal security

Judging from the number of pages devoted to the German Presidency's programme of work on European cooperation in the fields of justice and home affairs, we cannot draw the conclusion that the aims Federal Minister of the Interior, Dr Wolfgang Schäuble (CDU), set himself are particularly ambitious. Indeed, this is not true. In brief indents, projects and programmes are introduced which entail a massive reconstruction of the European security architecture. Among the objectives are an extension of the powers of the European police office Europol, expansion of the Schengen Information System (SIS II), expansion of the European border-protection agency Frontex, the incorporation of the Prüm Convention
 into the European legislative framework, the establishment of biometric databases, increased Internet surveillance ('Check the Web'), the transfer of airlines’ passenger name records to the United States, protection of critical elements of the European infrastructure, data retention and the implementation of the Hague Programme. 

The purpose of the following paragraphs is to present the various components of a recast European home-affairs and security policy and to highlight points of criticism. To this end, it will be necessary to look back at the origins of individual measures in order to portray the full scope of today's European home-affairs policy. Behind the various building blocks, however, lies the inability of the 27 Member States to adopt a framework decision on data protection within the third pillar of the European Union.
 

The fact that this decision has been repeatedly deferred over a number of years will enable the Ministers of Justice and Home Affairs of the EU Member States to implement the aforementioned programmes without regard to the protection and freedom of EU citizens.
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2.
The Hague Programme

On 5 November 2004, the Council of the European Union adopted the Hague Programme on the common justice and home-affairs policy in fulfilment of the five-year programme that had been adopted at the special summit of the European Council in Tampere (Finland) in 1999. The Hague Programme covers the period from 2004 to 2009. Its main focal points are migration and asylum, judicial cooperation, the fight against terrorism and organised crime, the protection of fundamental rights and citizenship of the Union. Deliberations are already taking place on a follow-up programme for 2010 and beyond. To this end, the German Presidency of the Council proposed that a high-level advisory group on the future of European home-affairs policy after 2009 be established with a view to putting the political discussion on a permanent footing and engaging in early deliberations on substantive options for a post-Hague programme. A report from the new group is expected in the autumn of 2008.

The Hague Programme forms the framework for the initiatives listed below, which fall within the third pillar of the EU. In this context, the Hague Programme must be seen as fleshing out the Tampere agreements with a particularly sharp focus on controlling migration (Frontex) and combating terrorism and cross-border crime by exchanging information (SIS, VIS, Eurodac and the Prüm Convention).

3.
The framework decision on data protection within the third pillar

Deliberations on a framework decision on the protection of personal data processed in the scope of police and judicial cooperation in criminal matters have been going on for several years. The European Parliament has reminded the Council on various occasions that it was high time to adopt the decision. Its adoption is made all the more urgent by the development of the Schengen Information System, the Visa Information System (VIS) and data retention and by the plan to transfer airlines’ passenger name records to the United States. It is irresponsible to expand, link and develop data systems and cross-border exchanges without making rules to ensure that collected data are dealt with responsibly and in accordance with the law. Moreover, the current state of negotiations in the Council gives grounds for concern that the urgently needed framework decision will fall short of the present level of data protection, which is based on Council of Europe Convention No 108 of 1981.

The main bone of contention at the present time is the scope of the framework decision. Some Member States refuse to entertain the idea that uniform European rules on data protection should also apply to the treatment of personal data in the domestic work of the police and the judicial authorities. Conversely, it is scarcely possible to make a distinction between data on the basis of whether the case in hand is purely domestic or has a cross-border dimension. Another point at issue is the demand made, for example, by European Data Protection Supervisor Peter Hustinx that, when personal data are transferred to third countries, the rules governing the protection of data in those countries must satisfy EU requirements. It has so far proved impossible to rally the Member States behind this demand. The compromise proposed by the German Presidency, involving a twofold approach whereby data could not be transferred without the approval of the country in which they originated and any citizen could subject the transfer of his or her data to judicial review, is insufficient. In our view an adequate level of data protection must exist in countries outside the EU before data can be exchanged with them. This principle can be enforced by means of provisions in multilateral or bilateral agreements. This is one reason why we believe that all 15 principles which were originally proposed must be retained in the annex to the framework decision and must not be watered down by political statements or declarations of intent.

Because of the increase in police and judicial cooperation in criminal matters, the standardisation of statutory provisions governing the protection of personal data in the third pillar of the EU in accordance with the availability principle must be one of the priority political issues for the EU. Another aim of a framework decision in this field must be to create a high and, wherever possible, uniform standard of data protection based on Directive 95/46/EC on the protection of personal data. A further increase in European police and judicial cooperation in criminal matters without a framework decision is unthinkable, and the very idea must give rise to criticism and discussion.

4.
The European Information Network

The preview of European-affairs policy in 2007 for the Committee on Internal Affairs refers to the work programme of the German Presidency, entitled Europe – succeeding together. The preview states that the German Presidency, mindful of the communication from the Commission of 2005 on improved effectiveness, enhanced interoperability and synergies among European databases in the area of Justice and Home Affairs, calls for the creation of a European information network which is designed to ensure that the police and security authorities of the Member States are given the best possible access to the existing and nascent EU information systems SIS, VIS, the Customs Information System (CIS) and Eurodac. The aim of this network, in other words, is not only to give intelligence services access to European databases hitherto used by the police but also to link these systems, which have been largely separate until now. Although this project was formulated by the German Presidency, the Federal Government, in its answer to a minor interpellation from the parliamentary group of The Left Party (Bundestag printed paper 4365), has denied any plans to create such an information network that would enable the intelligence services to access police databases. Nevertheless, doubts remain, particularly with regard to the further development of the second-generation Schengen Information System (SIS II).

5.
The Schengen Information System (SIS)

The small wine-growing village of Schengen is one of 116 local communities in Luxembourg and has 1,400 inhabitants. Its name became known throughout Europe thanks to a ship which called in there on a Moselle cruise on 14 June 1985. On board that ship, the Heads of Government of the Benelux countries, France and Germany signed the Schengen Agreement, the purpose of which was to allow free movement of persons and goods. In 1990, the five states finally signed a convention on the implementation of the Agreement. Spain, Portugal, Italy, Greece and Austria signed up soon afterwards. Lastly, ten years ago the five Nordic countries acceded to the agreement, thereby completing the Schengen area as we still know it today. When the EU was enlarged in 2004 on the accession of ten new Member States, mainly from Eastern Europe, the Schengen area was extended too. At the present time, however, no one can say with any certainty when the controls on the eastern borders will actually be abolished. The Czech Ministry of the Interior, for example, has not given up hope that Czech citizens will be able to move about freely within the EU without border formalities from 1 January 2008. Before then, however, the second-generation Schengen Information System must become operational. The snag is that the technology is not playing its part.

The implementation of the Schengen decisions has repeatedly been thwarted by technology in the past. The Schengen Information System, in fact, was supposed to be the basis on which the internal borders could be opened. The SIS, a comprehensive database that is used to obtain information and conduct investigations, was intended to serve as a replacement for border checks and has been operational since March 1995. When the EU was enlarged three years ago, it soon became evident that the SIS required further development, for the database had been designed to cope with 18 participating countries, not 27. The plan was that SIS II would come on-stream in the autumn of 2007, but in September 2006, Franco Frattini, the European Commissioner responsible for justice, conceded that the Schengen enlargement would have to be postponed.

The main problem is the expected volume of data. The salient feature of SIS II is the inclusion of biometrics, which means that it will be possible in future to store people’s photographs and fingerprints. The fact that such a biometric database will further curtail civil rights and fundamental freedoms does not trouble any of the Ministers of Justice or Home Affairs. The Eastern European Member States of the EU are particularly insistent on equal treatment with regard to people's freedom of movement. The legitimacy of this aspiration cannot be denied, but there is still no answer to the question whether SIS II can be launched without a framework decision within the third pillar on the protection of personal data. The use of biometrics and the plan to give the intelligence services access to the database are also open to criticism. The Left Party in the Bundestag has tried on several occasions to prevent the intelligence services from obtaining this right of access and tabled a motion to that effect – all to no avail. The plan is that spooks should not only have access but should even be able to enter information on wanted persons. This entirely overlooks the fact that information obtained by the intelligence services need not be based on allegations that would stand up in court or on demonstrable facts but is often the result of speculation. SIS II is not operable at the present time. To ensure that border checks in the East can nevertheless be abolished in the foreseeable future, an extension of SIS I, called 'SIS one for all', is currently being pieced together. Not even the technical requirements for this system are in place yet, however. The European Commission will not decide until November 2007 whether to introduce SIS II or continue to work with SIS I. In the Czech Republic, however, officials are counting on being able to pilot 'SIS one for all' in September 2007 with a view to removing the frontier barriers at the beginning of 2008. Utter confusion reigns with regard to the start-up of the various systems. The only certainty for the time being is that the principle of maintaining a dividing line between the intelligence services and the police in the fight against international crime and terrorism will be abandoned, which will deliver the promised security; yet it will further curtail people's freedom. 

There has been no impact assessment yet on the use of biometrics, which cannot be regarded as 100% reliable, or on the absence of a standard level of data protection throughout Europe. Moreover, it is entirely unclear what criteria are to be used as the basis for storing people’s details in the SIS or for refusing entry to people from non-Schengen countries. An alert can be issued in the SIS for nationals of such countries with a view to refusing them entry if their presence would constitute a threat to public order, public safety or national security. This vague requirement is applied differently from one Member State to another. In extreme cases, it can be used to keep people away from demonstrations such as the G8 protests in Heiligendamm by denying them entry to the EU. Nor is it clear whether there is a disclosure obligation, that is to say whether people must be informed of the fact that their particulars are stored in the SIS. Such an obligation, in fact, is the key to the exercise of other individual rights, such as the right to information, the right to insist on the correction of incorrect data and on the deletion of unlawfully stored data and the right to enforce these entitlements through judicial action. Thirdly, although SIS II does not provide for the transfer of data to third parties, this does not apply per se to institutions such as Europol. As long as the Police Office complies with the relevant rules, such as the provisions of the Europol Convention, it can transfer data to third parties, subject to authorisation by the Member State that posted the alert.

In our view, the paramount consideration is freedom of movement and the associated respect for people’s fundamental rights. From what we have learned so far, however, the Schengen Information System is increasingly becoming a system of criminal prosecution, a means of isolating the EU from the rest of the world, rather than a guarantor of freedom of movement.
 


Eurojust

Eurojust is the central European service unit for courts, public prosecutors’ offices and other official bodies. This new European institution in the realm of justice simplifies coordination and exchanges of information and cooperation in general between investigating authorities, thereby contributing to more efficient collaboration in the fight against crime.
 

6.
The Visa Information System (VIS) and Eurodac

The VIS is a further development of the law and practice established within the Schengen framework. The VIS was originally intended to curb ‘visa shopping’, in other words exploiting the existence of separate national databases to abuse the visa system. At the same time, when checks take place at the external borders or inside the EU, the system is also used to identify and deport people classed as illegal immigrants. To this end, the VIS is linked to the SIS. In the beginning, the VIS was used to exchange data in connection with the issuing of visas, and so it is not designed as an information system for police or criminal-prosecution purposes. In view of the fight against international terrorism, however, the present proposal for a decision presented by the Council of the EU provides for access to the VIS by Europol and the authorities responsible for public security. There are also plans to incorporate biometrics into the VIS data. The assumption is that more than 70 million fingerprint files will be retrievable from the VIS system by the time it becomes operational. We are fundamentally opposed to the VIS, because it uses advanced technology to perpetuate ‘Fortress Europe’ and creates a mega-database of sensitive stored data. It follows that we reject supplementary access arrangements for other authorities, such as the intelligence services. The independent European advisory body on data protection, the Article 29 Working Party, in its opinion of 23 June 2005 on the proposal for the VIS Regulation, stressed the need to respect fundamental rights and to observe the principle of proportionality. The Federal Commissioner for Data Protection, Peter Schaar, has also spoken out against opening the VIS to intelligence services, one reason being that the latter do not constitute prosecuting authorities in the conventional sense of the term. EU Data Protection Supervisor Peter Hustinx warned against extending the improved EU database for the Schengen Information System (SIS II), the European Visa Information System (VIS) and the EU fingerprint database for asylum-seekers (Eurodac) for political ends, stating that there was a tendency among EU Member States at the present time to neglect the quest for the right balance between the protection of data and surveillance.

Since 15 January 2003 the fingerprint database Eurodac has been in operation. The general position on this matter is that The Left Party rejects Eurodac, primarily because the fingerprint database is not subject to democratic scrutiny and infringes the proportionality principle. The fact is that, under the Schengen/Dublin Association Agreement, border officials and police officers at the external borders of the EU are to take fingerprints from all illegal entrants, and these will then be centrally stored, along with personal particulars, in Eurodac. In Eurodac a huge collection of data is being built up which, besides targeting criminals and persons designated as illegal entrants, serves first and foremost to criminalise asylum-seekers. The database was originally intended only to check on people who had previously entered a Member State of the EU. Since 2003, however, all persons aged 14 and over who seek asylum in the EU must consent to their fingerprints being centrally stored in Luxembourg. Under the Dublin Agreement, asylum-seekers will be able in future to apply for asylum in only one European country. Practices for granting asylum, however, vary considerably between Member States. How the competent state has examined an asylum application and the outcome of that examination become irrelevant to any other state. The actual reasons for fleeing a country become immaterial, and the second state cannot investigate whether a person requires protection from persecution.

7.
The ATLAS Network

Little is known about the organisation that goes by the name of ATLAS. It reportedly came into being as the result of a meeting of the heads of European anti-terrorism units in Brussels on 28 January 2002. The initiators were the heads of the Belgian special unit DSU, the French GIGN and the German GSG 9. According to information from the Federal Government, the ATLAS Network is a loose cooperative alliance, not an institution of the EU. Its cooperation is based on an arrangement said to be comparable with a memorandum of understanding. At the present time, the network comprises 32 special units from 27 Member States, which meet twice a year. Knowledge is also transferred through working parties devoted to key areas of potential mission scenarios. Germany is represented in the ATLAS Network through the GSG 9 and the Special Missions Unit of the Baden-Württemberg Police.

Attempts to bring about a Council decision on improved cooperation among the special units of the EU Member States in situations of crisis, which would have served as a binding regulatory framework for the possible use of special forces in the area of jurisdiction of another Member State, proved fruitless during the British, Austrian and Finnish presidencies. Accordingly, it is up to the requesting state and the assisting state to agree on such action on a case-by-case basis. Legal provisions governing police assistance between states only exist at the present time in cases where both states have already ratified the Prüm Convention. The incorporation of the Prüm Convention into the legal framework of the EU means that agreements concluded by individual states will now essentially be extended to the whole EU without the activities of the ATLAS Network being subjected to binding legislative provisions or even to appraisal. This approach must also be rejected for want of democratic scrutiny and legitimacy of the ATLAS Network, since the network reinforces anti-democratic structures and further militarises the EU. 

8.
Europol

Europol, based in The Hague, is the European police authority. It is an independent body of the EU in the realm of police and judicial cooperation. Its tasks are to coordinate the work of Europe’s national police authorities in the domain of cross-border organised crime and to promote exchanges of information between national police authorities. The concept underlying Europol is the pooling of bilateral and multilateral bodies and agreements such as TREVI (an anagram of the French Terrorisme, radicalisme, extrémisme et violence internationale), the Schengen Implementing Convention and the European Drug Unit (EDU). Europol’s areas of activity are the fight against terrorism and the effort to combat and prevent illegal arms dealing, drug trafficking, child pornography and money laundering. 

Initial momentum for the creation of a European police office was generated in the 1970s and later culminated in the establishment of the TREVI group of EC Member States. This was the start of cooperation in the field of internal security and hence the first step towards police cooperation. The cooperation, however, did not take place within the framework of the European Communities but between individual governments. The abolition of checks at internal borders, which was planned during the drafting of the Schengen Agreement, is regarded as a crucial springboard for the resumption of efforts to create a European police bureau. In 1991, Germany tabled a proposal for the creation of a central European criminal-police office. At the end of that year the proposal was adopted in Maastricht. To fill the gap between the adoption of the proposal and the formulation and ratification of the Europol Convention, the EDU was established in 1994. The aim of that unit was to combat drug crime and the associated money-laundering activities. In 1995, its remit was broadened to cover other types of crime.

There was consensus among the Member States of the EU that a binding international agreement was the only possible legal basis for Europol. Accordingly, on 26 July 1995 the Member States signed the Convention on the Establishment of a European Police Office. The ratification of the Convention was finally completed in 1998. On 1 July 1999, Europol became fully operational.

The link between Europol and the national prosecution services is provided by Europol Liaison Officers (ELOs). The objective of the Office is set out in Article 2 of the Europol Convention. It essentially consists in improving, “the effectiveness and cooperation of the competent authorities in the Member States in preventing and combating terrorism, unlawful drug trafficking and other serious forms of international crime”. Europol has no powers of enforcement like those of national police authorities and cannot make arrests or conduct house searches. This leaves it with the following tasks, which are summarised in Article 3 of the Convention:

· to facilitate the exchange of information between the Member States;

· to obtain, collate and analyse information and intelligence;

· to notify the Member States of information regarding criminal offences;

· to aid investigations in the Member States;

· to maintain a computerised system of collected information;

· to maintain the necessary intelligence infrastructure;

· to assist Member States in the training of personnel;

· to provide the Member States with technical support;

· to serve as a central contact point for efforts to combat counterfeiting of the euro.

Since 2002, Europol has been authorised to take part in the work of Member States’ joint investigation teams and has been able to ask Member States to open investigations. Europol has been subject to particular criticism in past years for maintaining a database of suspects and an operational database for analytical purposes, since the maintenance of these databases runs counter to the principle that a person is presumed innocent until proved guilty. Other reproaches concern a lack of transparency, a lack of communication with the public and insufficient democratic and parliamentary scrutiny of the work of Europol. Its tasks are determined independently by the Member States, the European Parliament having no powers of scrutiny or codecision. The European Parliament can neither request a debate on the Office’s annual activity report nor summon the Director to appear before the competent parliamentary committee. Thirdly, the remit of Europol is criticised for being too vague and imprecise, the lack of a clear definition of ‘combating terrorism’ being cited as an example. We believe that Europol must not continue to function without democratic control and parliamentary scrutiny, for example through the European Parliament. We are also striving to ensure that Europol is subjected to judicial control in future. This has not been the case so far.
 For these reasons, we make the following demands:

· Europol must be funded from the EU budget and thus come under the full budgetary control of the European Parliament;
· a clear legal basis must be created for Europol;
· provisions on data protection must also be adopted at long last within the third pillar;
· public access to documents must be permitted and must not be subject to unwarranted restrictions.
Representatives of the European Commission and the Council have voiced criticism too, especially as regards the lack of a legal basis. The Commission has now taken the initiative. On 20 December 2006, it presented a proposal for a Council decision with a view to securing the termination of the existing Europol Convention and its replacement by a framework decision within the third pillar, whereby Europol would operate as an EU agency. Within the scope of the Council Presidency, Germany has set itself the aim of vesting Europol with more extensive powers and transferring it to the third pillar by the end of the German presidency. The Left Party supports the latter intention, because it is consistent with the aim of tightening democratic scrutiny of Europol by the European Parliament. In general terms, however, this move must be preceded by a political and public debate on the benefits of a European police office and on democratic control of Europol. On 10 April 2007, a public hearing took place in the European Parliament on the future of Europol. It emerged from the hearing that the Commission saw the need for further discussion, particularly with regard to the funding of Europol from the EU budget. In the view of the Commission and the Council, Europol would have to be funded within the framework of the Financial Perspective adopted for the EU budgets from 2007 to 2013 without entailing additional expense for the Member States.

It also emerged clearly from the Commission’s proposal that there were no plans to strengthen the European Parliament’s powers of scrutiny over Europol. Only through the direct funding of Europol from the EU budget would the European Parliament at least be able to influence the development of the future agency in the budget negotiations. That, however, would be all. This cannot satisfy the demand for democratic scrutiny. Another source of problems in the eyes of Brussels was the absence of a Council strategy for the future incorporation of Europol into the construct formed by Eurojust, Frontex, SIS II and the VIS, the Hague Programme and the planned transfer of the Prüm Convention into the legislative framework of the EU. 

Exchanges of data between Europol and countries outside the EU can be expected to become more transparent if the Commission’s proposal is approved. Under the proposal, agreements with non-EU countries would no longer be concluded by Europol alone but by the Commission. This would give Parliament more leverage than hitherto to press for information from the Commission, even though there is no provision for codecision rights. Another point of criticism is that there will probably still be no catalogue of criteria governing cooperation and exchanges of data with countries outside the EU. The fact that it will be up to the Member States to decide how long data for and from Europol can be stored must also be seen in a critical light. The faulty design of this framework is also evident in the continuing lack of judicial control of the Police Office. This approach is not consistent with the process of European integration and must therefore be rejected.

9.
Transfer of airlines' passenger name records

Everyone who flies from the European Union to the United States is 'put under the microscope'. Fair enough, so national and EU leaders maintain, without realising what they are saying.

In May 2006, when the European Court of Justice overturned the agreement on the transfer of passenger name records between the EU and the US, the administrations in Brussels and Washington were at their wits' end. The agreement concluded in 2004 on the transfer of 34 items of personal information relating to European air travellers heading for the United States, one of the results of the atrocities of 11 September 2001, was declared null and void by the judges on the grounds that it had no proper legal basis. Representatives of the Union and the United States hurriedly convened to discuss a new agreement because, in the absence of European rules, airlines would have been required to adhere to their respective national data-protection laws and therefore prohibit the transfer of data. The consequence, according to official sources, would have been the denial of landing rights in the United States. At a videoconference lasting several hours in October 2006, a provisional agreement was concluded at the last minute, and this agreement is applicable until the start of July 2007, in other words until the end of the German presidency. The number of particulars to be transferred, however, has not changed, but what has changed is the way in which they are transmitted. The data are now to be sent en bloc by the airlines to the competent US authority, the Department of Homeland Security, and not retrieved by the US authorities from the airlines’ reservation systems. In addition, the data may be forwarded to other US investigating authorities, such as the FBI, only upon request. For three and a half years, the data, which go far beyond passengers' names and places of birth, are stored in the United States. The US Administration seems to have dropped its demands for more copious data – for the time being. Many who work in the field of data protection and many civil-rights organisations, however, remain critical, not least because the 34 items of information include the passengers' credit-card numbers, their special dietary requirements and information about car hire and hotel reservations. In December 2006, research findings from a news agency caused a new furore. AP discovered that the details of passengers flying to the United States were being linked with other information and that the passengers were being graded individually by security risk. The technical means to this end is the Automated Targeting System (ATS). EU leaders had allegedly been unaware of the ATS, which was introduced four years ago. The first reference to the system was said to have been made in November 2006, when the US Federal Register, a similar publication to the German Federal Law Gazette, made the existence of the system public in a brief notice. This triggered criticism of the risk-assessment system in the United States, and civil-rights organisations called for an immediate halt to the programme. Yet it is more than likely that the ATS was not all that unknown in the EU, for in a hearing before the US House of Representatives back in March 2005, Robert C. Bonner, Commissioner of US Customs and Border Protection, had drawn attention to the existence and use of the ATS as well as indicating that it was not only used for the surveillance of freight operations but had also been used for risk assessment of more than 87 million passengers flying to the United States. In contrast to the present provisional agreement on the transfer of airlines' passenger records, data processed by the ATS may be stored for 40 years, and those whose data are stored have no right to inspect them or object to their content or retention. It so happens that the new negotiations on the agreement have coincided with the German presidency of the EU. Wolfgang Schäuble, Federal Minister of the Interior, has already made it clear that he would like the controversial procedure to continue: "The agreement with the United States on transferring airline passenger data expires on 31 July 2007. The German Presidency will strive to achieve a new and lasting pact".

Now, however, shortly before the end of the German presidency, the negotiations with the United States are deadlocked. Michael Chertoff, US Secretary of Homeland Security, has repeatedly pointed out during the negotiations that eleven of the nineteen terrorist pilots of September 11 could have been refused entry if the system for the transfer of passenger name records had been in place. In our view this is an inadmissible and specious argument, and yet the German side seems to accept it. In view of the shortage of time, it might be assumed that the negotiations would now be reaching their conclusion in the form of a new agreement. Reports, however, indicate a widening gulf between the EU and US positions. The ideal for the Americans would be to keep retrieving the data direct from the airlines’ servers and to be able to store them for 99 years. The EU, on the other hand – and we support this stance – is pressing for a reduction of the 34 pieces of data. It also wants to restrict the access of various US authorities to the data. 

To sum up, the issue of data protection in the transmission of these 34 items of information has not been even remotely resolved. The question how a person can take legal action to have his or her data deleted or amended likewise remains unresolved. It is still unclear whether a person will even learn of the recorded item on account of which he or she is denied entry to the United States. For these reasons we reject the present provisional agreement and are also opposed to a new instrument if it does not constitute a marked improvement on the previous arrangements.

10.
 Protection of critical European infrastructure

Following the terrorist attacks on the World Trade Centre and the Pentagon on 11 September 2001, the protection of public institutions has been the subject of intense discussion in the United States. There have been few signs of similar debates in the EU. Not until the bombings on a suburban train in Madrid in 2004 did the debate about critical infrastructure reach Europe. Critical infrastructure, as defined by the Federal Office for Information Security (BSI), comprises "organisations or facilities of key importance to the body politic whose failure or impairment could result in supply shortages with long-term effects, substantial disturbance to public safety or other alarming consequences".

On 24 November 2005, the European Commission presented a Green Paper on a European programme for critical-infrastructure protection. All stakeholders were asked to propose appropriate protection measures for this programme. 

Herein lies the dilemma for the Commissioners in Brussels, for critical infrastructure includes not only public and governmental facilities but also utilities run by the private sector, such as energy, telecommunications and many other services. In the event of disruption of these services, it has hitherto been the responsibility of the individual Member States to coordinate the activities of the utility companies. This means that all the European Commission can do, if indeed it can do anything, is to encourage closer cross-border cooperation.

When electricity supplies failed in early November 2006, this cooperation did not happen. The cause of what was almost a total blackout in Central Europe was the shutdown of a high-voltage transmission line over the River Ems to allow a cruise ship to pass. As a result, not only were ten million European homes plunged into darkness but the railways and various server operators were also left without power. With the proposal for a Council directive adopted in Brussels on 13 December 2006, the Commission has now presented an initial résumé of its consultations. In the months to come, according to the proposal, critical infrastructure throughout Europe is to be catalogued, an action plan developed and a warning system and information network established. The Italian European Commissioner for Justice, Freedom and Security, Franco Frattini, made it clear in a statement that protecting human lives was not his only concern, saying that the internal security and economic stability of the EU and the well-being of its citizens depended on the infrastructure and the services it provided. He was also deeply concerned that public confidence in the effectiveness of the EU could plummet in the event of an attack on critical infrastructure or a supply failure. 

Mr Frattini's fears are not unfounded, for there are still several different warning systems in the various Member States of the Union. In the United Kingdom, for example, there are five levels of security status, as in the United States. The Spanish warning system, by contrast, has only three security levels. In the Netherlands there are even two different security systems – one to protect energy supplies and the other to protect the population against terrorist attacks. France operates with a four-level system, in which the highest alert status is not red but violet. In the Federal Republic of Germany, an interdepartmental project team known as Kritis is currently trying to resolve problems within Germany, including those deriving from the federal system of government. Besides the BSI, this team also comprises representatives of the Federal Ministry of the Interior, the Federal Office for Civil Protection and Disaster Relief, the Federal Agency for Technical Relief (THW) and the Federal Criminal Police Office. 

By 2013, the European Commission wants to eliminate all of these familiar divergences by means of its Prevention, Preparedness and Consequence Management (…) programme. The way to that goal, however, is likely to be long, for there is not even agreement at the present time as to when an element of infrastructure may be deemed critical. As a result, the negotiating efforts of the German Presidency of the Council have proved futile. Peter Altmaier, State Secretary at the Federal Ministry of the Interior, had to admit to the members of the Committee on Internal Affairs in May that an agreement this year on the treatment of critical European infrastructure was probably unattainable now. It seems there is some vehement opposition in the Justice and Home Affairs Council. Many ministers cannot contemplate a transfer of powers from the Member States to the EU since it would ultimately entail a loss of sovereignty. There is also resistance to the idea of cataloguing Europe’s critical infrastructure for fear that it would present potential terrorists with a ready-made hit list. Moreover, there is no consensus on the meaning of critical European infrastructure. The basic working hypothesis has so far been that it encompasses elements of the infrastructure, the disruption of which would have an impact on two or more Member States of the EU. 

While the Greens and the SPD take the view that pressure should be increased in the Council so that an agreement can be reached after all, Wolfgang Schäuble’s ministry is more inclined to take the Prüm approach of seeking out ‘compliant’ governments that are willing to cooperate and then pursuing cooperation by means of bilateral agreements. After a few years, so the plan goes, the proposal would be presented to the Council again, backed by the successful work of this group of states, in order to hard-sell the prospect of a Union-wide solution. Until then, a loose format of information exchanges and further evaluations are the only recipe that the Germans will put on the bargaining table between now and July. In our opinion, neither the SPD and Green demands for more pressure on the Council nor the CDU/CSU idea of a Prüm-type campaign will get us anywhere. Instead, we need to demonstrate that a European system designed to safeguard critical infrastructure can protect the civilian population effectively, not only in the event of attacks but also from the impact of environmental disasters. This approach, however, requires a change of strategy on the part of Commissioner Frattini and the German Council Presidency. It must be made clear that infrastructure operated by the private sector also has a social value and that the protection of the population takes precedence over market interests and national sovereign rights.

11.
 European security research

Six years behind the United States, Europe is also entering the field of security research, to which the EU is prepared to devote €1.4 billion. The main focal points are technology to protect critical infrastructure from attack, protection of the population from bio-terrorism and attacks on public transport and technology-based tightening of border controls. 

Nationally, the Ministry of Education and Research in Berlin is investing €123 million in security research in the period up to and including 2009. Over the next three years, the Federal Government intends to offer the research community a new line of assistance, in which priority is attached to security research. The first two tenders published at the beginning of April are for research projects dealing with the protection of the transport infrastructure and the development of technology for the detection of hazardous chemical, biological, radiological, nuclear and explosive (CBRNE) substances. Petra Sitte, Member of the Bundestag, and Johanna Maiwald have examined the inconsistencies of the planned support scheme.
 The following are excerpts from the main conclusions drawn by the Sitte/Maiwald study:

The new programme of research for civil security was published in January of this year by the Federal Ministry of Education and Research. The programme and the accompanying shift in departmental responsibilities within the Federal Government are designed to foster research in a field combining what have hitherto been regarded as separate objectives of civil and defence-related security. The combination of these two elements is liable to tip the fine balance between individual liberties and collective security in favour of the latter. 

In view of growing public awareness that European countries are also exposed to potential danger from terrorist attacks, a political approach that sought to promote comprehension of the ramifications of such threat scenarios would be understandable. In the sphere of terrorism, for example, it would be logical to support research into radicalisation and religiously motivated violence. 

The programme on offer, however, totally excludes long-term prevention and the analysis of security needs. The priority fields covered by the lines of assistance are basic technology, communication systems and the modelling of action strategies and organisational forms to deal with or stave off acute crises. The adopted methodology leaves no room for integrated approaches designed to combat the insecurity factors defined in connection with the UN concept of human security. Instead, the Federal Government expects research contributions in the fields of sensor technology, detection and pattern recognition for automatic area-surveillance systems and automatic access controls; great importance is also attached to biometric procedures and to the establishment of systems for data capture and processing for the purposes of risk analysis, assessment of the security situation and operational coordination.

Lastly, it may be said of the entire approach adopted in this programme that the extent of the link between analysis and measures is not ascertainable.

In this approach, researchers are not expected to produce studies for the purpose of analysing problems or helping to find methods for the identification of security needs. Decisions on the thrust of the support programme were made in advance at closed meetings of experts; the Federal Government is evidently keeping its own counsel on the formulation of the programme. And yet security policy, being one of the most sensitive areas of political action, requires a particularly high level of transparency and public communication. To all appearances, we are faced here with programmatic or interventionist direction of research policy, the purpose of which is to impose a declared political interest on society. 

The aim of the Research for Civil Society programme is not primarily to provide indirect support to the political decision-making process, the mission that politicians routinely assign to the research community. On the contrary, new political ground is being broken here in order to implant a specific political concept of security in society at large and to put research at the service of security policy.

This impression is confirmed if we examine the origins of the research programme and the range of players involved in the consultation processes. The programme was devised in close cooperation between the Federal Ministry of Education and Research and the Federal Ministries of the Interior and Defence. Besides representatives of the said ministries and scientists, the programme committee comprises representatives of the security industry and operators of what is commonly known as security-related infrastructure. It was certainly announced that accompanying research projects would be set up to deal with the aspects of ethics, data protection and effects on human rights and fundamental freedoms. This intention, however, has not yet been underpinned by concrete action.

It would also have made sense to integrate aspects of accompanying research into projects at the planning stage rather than waiting until projects are being implemented before going beyond a primarily technical concept of security, defined in terms of the repulsion of potential direct threats. The participation of the aforementioned ministries in the work of the committee gives more than a hint of the instrumental role assigned to research policy. 

This threatens to break down the division of responsibilities for military and civil matters which has hitherto been respected as one of the foundation stones of the constitutional structure of the Federal Republic. Under the Basic Law, the task of the defence forces is to defend the existence of the state against armed attack, while Article 115a of the Basic Law lays down that mobilisation depends on such an attack targeting the territory of the Federal Republic. 

Terrorism, on the other hand, which is not a threat to the territorial integrity of the Federal Republic, is a matter for the Federal Ministry of the Interior, in other words for the police and the intelligence services. The submitted Research for Civil Security programme, however, identifies networking between the relevant government departments as an objective, stating that its purpose is the transfer of knowledge and the development of new applications in new fields, for example by using military know-how for civilian applications. The problem with a blurred dividing line is that it can be used to create a cross-funding instrument for military investments, which are normally subject to extremely close scrutiny. At the EU conference on security research in Berlin at the end of March, Günter Verheugen, the European Commissioner for Enterprise and Industry, whose area of responsibility includes the arms industry, set out just such a vision. Given the emerging demand for dual-use technology, he said, European countries could no longer afford the luxury of developing the same forms of technology separately for civil and military purposes.

The tendency for remits and powers to overlap is observable between the police and the intelligence services too. This manifests itself in the recently adopted anti-terrorism database and in the Joint Counter-Terrorism Centre, which pools information from the Federal Criminal Police Office, the Federal Office for the Protection of the Constitution and the Federal Office for Migration and Refugees as well as in the European border-protection agency Frontex, the purpose of which is to assist the Member States in controlling their external borders.

One final key problem with the security-research programme is that it is explicitly regarded in part as an instrument of business promotion. On an equal footing with the aim of protecting infrastructure and that of protecting the population and the members of the emergency services is a third stated aim, namely the development of markets for security solutions.

12.
 Frontex

Two years ago, Frontex – the European Agency for the Management of Operational Cooperation at the External Borders – began its work. The Warsaw-based agency initially had 60 established posts, a tenth of the staffing establishment of Europol. Frontex plays a considerably more active role than Europol, which was primarily entrusted with analytical, advisory and information-related tasks. Frontex has six areas of responsibility, one of which is to assist the Member States in controlling the external borders of the EU. In its first year, the agency had a budget of six million euros. In 2006 it was already spending more than eleven million, and from 2007 to 2013 it will receive about 40 million a year from the EU budget. The rights of scrutiny exercised by the European Parliament consist of approval and discharge of the agency’s budget and discussion of its activity reports. 

Frontex, however, is not merely a Europeanised border police force. It is actually a rapid-reaction police task force, based on a military model, which also processes information from the intelligence services. The link between police forces and intelligence services is obvious. On the German side, for example, the Federal Criminal Police Office, the Federal Police, the Federal Intelligence Service and the Federal Office for the Protection of the Constitution cooperate under the Frontex umbrella. In other European countries, military units are also involved in the work of Frontex.

When Germany took over the presidency of the Council, the process of upgrading the agency and increasing its staffing levels was continued, and the establishment of the Frontex Joint Support Teams (FJSTs) and the Rapid Border Intervention Teams (RABITs) was expedited. The FJSTs bring together national border guards, who take part in joint operations planned well in advance by the agency. These teams are supplemented by the RABITs; the latter are formed on an ad hoc basis to assist Member States in the event of an acute massive influx of ‘illegal migrants’. The RABITs, however, are not regular formations but constitute a permanently available pool of units that can be brought together within a few hours to go hunting, armed with all sorts of technical equipment, for refugees from Africa in the Mediterranean, for example. While European Commissioner Franco Frattini called in January 2007 for even more helicopters, ships and aircraft to support Frontex, the German Interior Minister, Wolfgang Schäuble (CDU), left no doubt that the agency’s operating radius need not be restricted to the Mediterranean. He announced the intention of using the German presidency and the next two presidencies of the Council, through the mechanism of the Presidential Troika, to create an additional regional focus of anti-refugee operations in the neighbouring regions to the east and south-east of the EU. In this context, concerted efforts are taking place to connect Frontex to the Schengen Information System.

The establishment of the Frontex border-protection agency has greatly militarised European home-affairs policy and has narrowed its focus to the repulsion of refugees. Instead of an agency to protect its borders, the EU needs an agency for the reception of refugees, which would monitor compliance with international standards for the protection of refugees. In addition, instead of continuing to step up the hunt for refugee boats from Africa with speedboats and helicopters, we should be trying to combat and eliminate the economic misery and the human-rights violations that cause refugees to leave their homes. Fortress Europe needs to be torn down and European home-affairs policy civilised. 

13.
 The Prüm Convention 

The core project of the German Presidency in the field of justice and home affairs is the transfer of the Prüm Convention into the legislative framework of the European Union. The convention is another piece in the jigsaw of closer cross-border cooperation and of the fight against terrorism, crime and illegal migration. On the initiative of Germany, it was adopted and signed on 27 May 2005 by the Federal Republic of Germany, Austria, the Benelux countries, Spain and France. 

Over the past two years there has been a great deal of legislative activity in the realm of justice and home affairs. Prüm is the prime example of a successful effort to circumvent a debate in the European Parliament and to circumvent the consensus principle in the Council by creating an informal group. The idea underlying the Prüm Convention was to break new ground in the process of European political integration by concluding an agreement with the medium-term aim of incorporating its provisions into the legislative framework of the EU. Dr Schäuble formulated this aim in his programme of work for the presidency and is set to achieve it by July 2007, for it would seem that dubious reports of successes achieved through cooperation between Austria and Germany on the basis of the Prüm agreement have been enough to persuade all 27 Member States of the Union that Prüm should be brought out of the dark informal recesses into the mainstream of EU legislation and formalised. Since December 2006, Austria and Germany have been exchanging their DNA data on the basis of the Prüm Convention. This reconciliation of data is said to have resulted in more than 1,500 matches with Austrian data being identified in Germany in the first six weeks and more than 1,400 matches with German data in Austria. These matches have apparently made it possible to trace previously inexplicable findings at crime scenes to persons whose identity is now known. The EU Data Protection Supervisor, Peter Hustinx, has pointed out that the experience of two countries cannot simply be extrapolated into a system of exchanges involving 27 Member States. He also lamented the fact that the Council had not carried out an evaluation or impact assessment as part of the process of incorporating the Prüm Convention into EU law. 

Prüm essentially provides for two instruments of cooperation. The first is a simplified system for exchanging data, and the second is operational collaboration involving the police, prosecution and immigration authorities. The aim of the cross-border exchange system is to make it possible to exchange data electronically, which would mean that every Member State of the EU could access the same data, even if they came from national databases. The bulk of these exchanges would relate to fingerprint files, to databases devoted to DNA analysis and to data from vehicle registers. The Prüm Convention leaves it to national legislators to determine whose DNA may be stored. It emerges with particular clarity that the Prüm provisions derogate from the availability principle proclaimed in the Hague Programme. Other reservations concern the protection of personal data. While the Prüm Convention does provide ample scope for measures to protect the privacy of data, a question mark arises over provisions whereby the level of protection afforded by national laws in the processing of imported personal data must at least satisfy the relevant requirements laid down by the Council of Europe. People who work in the field of data protection raiser the objection that, in spite of this requirement, the level of data protection in individual countries is not subject to verification. Compliance with the standards, they say, is taken for granted. Another flaw is that no maximum period is prescribed for the storage of data. Not only does the procedure used to incorporate an informal contractual instrument into the legal framework of the EU represent a circumvention of the European integration process; from the point of view of civil rights, the substance of its provisions is another step towards a European high-security state. In place of adherence to the oft-invoked precept of a ‘People’s Europe’, a Europe of police forces is being put together. Where the fight against international terrorism is made the paramount consideration, the suppression of democratic principles is sure to follow. 

V.

What to do?

As this discussion paper has shown, there is a need both in Europe and in Germany to reflect together on justice and home-affairs policy. This is why The Left Party believes it makes good sense to cooperate closely with the Confederal Group of the European United Left in the European Parliament as well as with the Party of the European Left.

At the founding congress of The Left Party, it was rightly emphasised that the new Left is able and willing to deal with the whole spectrum of political activity. It is precisely the conceptual linkage of social and political rights that can and should be the hallmark of the Left. To put it in concrete terms: If the pursuit of civil rights is not to be a privilege of those who can afford it, the majority of the population must also be enabled, not least economically, to devote more thought to these issues. Only then can a truly new civil-rights movement emerge to campaign for a socially just and democratic society. And in the present situation, the new Left is well placed to become the driving force of such a new movement.

In the eighties and nineties, the Greens represented this progressive and people-focused approach to politics. However, when the Greens joined the Federal Government in 1998, the main assets they had brought with them from the extraparliamentary movement were soon abandoned if they had not already been squandered. The people from these social and political milieux have lost the home, the support and the voice they once had in the Greens. This is where The Left Party has an opportunity to find new allies and supporters.

For this reason, The Left Party must devote even more attention to these issues, organise campaigns and try to enter into contact with critical sections of society. At the same time, it is absolutely essential to emphasise that the weaker members of society and migrants are always the first to suffer when fundamental rights and democracy are curtailed. The Left Party should provide enlightenment here in the best sense of the term. To this end, The Left Party must engage in absorbing and spirited discussions, enlist unconventional thinkers and develop a specific plan of campaign and programme of action.

Our aim must be to address the issues of home-affairs and social policy, of civil rights and democracy, and to imprint them on people's minds in such a way that a new civil-rights movement can emerge in Germany and in Europe. This cannot be achieved through parliaments alone. 

This paper should be seen as a discussion resource, designed to support debates on issues and strategies in and around The Left Party.

In this paper we have focused chiefly on the ‘traditional’ areas of home-affairs policy. Excellent comprehensive papers have already been produced on the subjects of right-wing extremism and integration and migration policy.
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� The Prüm Convention will be referred to again and explained in a subsequent section of this paper. 


� The third pillar covers police and judicial cooperation in criminal matters such as measures to combat terrorism, drug trafficking and organised crime. 


� More information at www.Sylvia-yvonne-kaufmann.de or www.jankorte.de


� Tr. from http://www.bmj.bund.de/enid/Europaeisches_Strafrecht/Eurojust-Broschuere_ug.html


� See also the opinion delivered by the German Federal Bar (Bundesrechtsanwaltskammer) on 30 May 2007.


� Petra Sitte and Johanna Maiwald, ‘Zivil oder militarisierend’, in Forum Wissenschaft, May 2007; http://dokumente.linksfraktion.net/pdfmdb/7721721175.pdf
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